Image Encryption Based on Improved
Rossler Hyperchaotic Map

Eduardo Rodriguez Orozco, E. Efren Garcia Guerrero, Everardo Inzunza Gonzalez, Oscar R. Lépez Bonilla

Autonomous University of Baja California, Faculty of Engineering, Architecture and Design. Carretera Transpeninsular Ensenada-Tijuana
3917, Colonia Playitas. Ensenada, B.C., México, 22860.
{ eduardo. rodriguez. orozco, eegarcia, einzunza, olopez}@uabc. edu. mz

2014 Published by DIF U, poci@ http: //nautilus. uaz. edu. me/ difulOO0cia

Abstract

This article presents a cryptosystem encryption of digital images, efficient and secure. All the complexity of the
encryption process rests on the improved chaotic dynamics of the Réssler hyperchaotic map. The algorithm imple-
mented follows the principles of Kerckhoffs and Shannon of cryptography. From the results obtained experimentally
and its security analysis, is shown that the proposed method is strong and safe. The proposed cryptographic
scheme is simple, with high levels of security and of easy physical implementation, which together with the large key
space that contains, makes it potentially attractive for applications in private communication systems.
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1. Introduction

ages across the world over the public transmission

media, it has become essential to secure them from
leakages. During the last decade, numerous encryp-
tion algorithms have been proposed in the literature
on different principles. Among them, chaos based en-
cryption technique are considered good for practical
use. Chaotic signals have apparently stochastic behav-
ior and are characterized by a high bandwidth in the
frequency spectrum. M.S. Baptista [1] has used chaotic
signals to encrypt information, in order to transmit secret
messages safely. Chaos and cryptography have some
properties in common; the most important is the sensi-
tivity to small changes in initial conditions. G. Giuseppe
et al. [2] and L. Kocarev et al. [3] have used the chaos in

I n recent years, owing to frequent flow of digital im-

DIFUyci@. Revista electronica de Ingenieria y Tecnologias, Universidad Auténoma de Zacatecas

the cryptosystem design. The common characteristic of
secure communications schemes based on chaos is that
they employ a chaotic signals to transmit confidential
information.

The cryptographic schemes based on chaos that have
been reported in recent years are many and varied [4]-
[22]. Although many strategies and methods to develop
efficient algorithms have been explored and despite the
interest and effort in the subject, the security to transmit
confidential information through a public channel remain
the most important problem to solve.

This paper present a cryptosystem of digital images
of simple structure. This is achieved thanks that the
essence of the encryption process is based only on the
improved chaotic dynamics of the Rdssler hyperchaotic
system [23]. Because of the complexity manifested
by the improved chaotic system, it is not necessary
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any other operation or manipulation of information to
be encrypted, which makes the proposed algorithm be
simple and the same time efficient. The security and
performance of the hyperchaotic encryption technique
proposed is evaluated, using the most common meth-
ods of security analysis: a) Statistical analysis: it is
obtained the image histograms of each stage of the en-
cryption process, b) Correlation analysis of pixels: it
is obtained the scatter plots between adjacent pixels
(diagonal, vertical and horizontal), evaluating their corre-
lation coefficients. ¢) Differential attack: it evaluates the
Number of Pixels Change Rate (NPCR) and the Unified
Average Changing Intensity (UACI), and d) Information
entropy: the value H(s) is calculated. From the results
obtained, it is suggested that this technique of the digital
image hyperchaotic encryption is robust, safe and easy
to implement, which together with a large key space that
contains, make it highly viable to application over safe
image communication systems.

The organization of this work is the following: Sec-
tion 2 presents a brief description of the improved hy-
perchaotic Réssler map and the proposed encryption
algorithm. Section 3 shows a description of the tech-
niques of security analysis. Section 4 presents the
results obtained with the security and speed analysis.
Finally, Section 5 presents the conclusions of this work.

2. Proposed encryption algorithm

2.1. Improved Rossler hyperchaotic map

We propose the following improved hyperchaotic map
described by Egs. (1), and inspired by the Réssler
hyperchaotic map [23].

xi(k+ 1) = Claxi (k)1 = x1(k) = Blxs + )1 = 2x2(k)))mod1,

x(k + 1) = C(6x2(k)(1 — x2(k)) + Lx3(k))mod1,

x3(k + 1) = COp((x3(k) +y)(1 = 222(k)) = D(1 = Ox, (k)))mod],
M

wherea =5,8=1,y=3,6=7,{=8,n=5,0 =6 and
C = 1x10’. The initial conditions used are: x;(0) = 0.1,
x2(0) = 0.15 and x3(0) = 0.01. Figs. 1a) (top) and 1b)
(bottom) shows the frequencies spectrums of the states
x1, x> and x3 of the original and improved Rdssler sys-
tem, respectively. For the original map Fig. 1a), shows
that the states x; and x, have very similar spectral com-
ponents and that frequencies above 30 KHz are wider,
whereas the state x3 contains small amplitude spectral
components. Furthermore, as can be see in Fig. 1b)
the improving effect of the spectral behavior of the three
original states xp, x; and x3, which present uniform and
continuous potency values [24]. Under these conditions

the improved hyperchaotic system exhibits an almost
random behavior, similar to noise signals, which is highly
beneficial to the process of information encryption.

Fig. 2a) presents the strange attractor generated by
the original Rdssler hyperchaotic map, and Fig. 2b)
presents the strange attractor produced by the improved
Réssler hyperchaotic map proposed in this paper. It
can be seen in the improved attractor that the points
are scattered throughout the 3D space, which is very
desirable in all cryptosystems, due to the wide scattering
with random appearance.

A more global perspective of the original map behavior
and the Réssler improved map defined by Eqgs. (1), is
evident from their bifurcation diagrams. For example, Fig.
3a) correspond to the bifurcation diagram of the Rdssler
hyperchaotic map [24] where 0 < a < 4, 8 = 0.05,
y=0356=378,¢=02,p=01and 8 = 1.9. It
is noted that for 3.5 < a < 3.9 the map exhibits its
hyperchaotic dynamics, however, when a > 3.9 the map
becomes unstable.

Fig. 3b) corresponds to the bifurcation diagram of
the improved Réssler map defined by Eqgs. (1), for 0 <
a<50,8=1,y=3,6=7,¢({=8n=560=6
and C = 1 x 10’. It is observed that there are more
areas where for different values of a, the map retains its
hyperchaotic dynamics, without becoming unstable.

The corresponding values of the Lyapunov exponents
of the system (1) evaluated are [24]: 0.008114, 0.006882
and 0.009371. This shown that the improved Réssler
map is hyperchaotic [25].

2.2. Encryption algorithm

Given the properties manifested by the improved Réssler
hyperchaotic map described by Egs. (1), and which be-
come evident in Figs. 1b), 2b) and 3b), it is proposed the
cryptosystem shown in Fig. 4. The proposed cryptosys-
tem is simple, fast and efficient, since the complexity
of the encryption process lies in the hyperchaotic na-
ture of the carrier signal, which is generated to encrypt
the information. Furthermore, the Rdssler hyperchaotic
map comprises 7 parameters: «,8,v, 9, ,n, 6, and 3 ini-
tial conditions: x;(k), x2(k), x3(k), so that its key space
is of 2324 [9, 10, 26], which makes it a robust enough
cryptosystem against brute force attacks. Under these
conditions, the proposed cryptosystem purses the Kerck-
hoffs and Shannon cryptography principles: the security
system must lie in the security of the key, supposing
already known the rest of the parameters of the cryp-
tosystem [27]-[29].

Referring to Fig. 4, the cryptosystem requires two
inputs, the first is the image to encrypt “Lena” and the
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Figure 1. Frequencies spectrums of states x;, x, and x;. Top: a) original Rdssler hyperchaotic map. Bottom: b) improved Rdssler

hyperchaotic map.

second is the encryption key (a,8,7v, 9,4, 1,6, x1, X2

and x3). The original image is a matrix of numbers (a;;),
withi = 1,..,m and j = 1,...,n, that is changed to a
column vector (a;;), with [ = m x n. Each number corre-
spond to the gray level of each pixel image. Once the
encryption key is known the hyperchaotic sequences are
generated from the improved Réssler hyperchaotic map,
Egs. (1). An adjustment is made to the obtained hyper-
chaotic sequences, which involve a change of scale to
obtain integers numbers of 8 bits. This is obtained from
the operation x;,,(k) = Cx;(k) mod 255, with C = 1 x 107
and i = 1,2,3, i.e., we can use any state how hyper-
caotic sequence. Finally the XOR operation is performed
with the output x;,,(k) and each pixel of the image (aj;),
thereby obtained the cryptogram of the original image.
Finally, the cryptogram can be send by public channel
like internet.

2.3. Decryption algorithm

Fig. 5 shown the decryption diagram proposed. Basi-
cally it is the reverse of the encryption process (Fig. 4).
The cryptogram is received by some channel public, for
example the internet and the key used for encryption is
typed (the same initial conditions and parameters), XOR
operation is performed between the cryptogram and im-
proved chaotic sequence. Finally we get the original
image.

00
Figure 2. Strange attractor of the Rossler hyperchaotic map: a)
original Réssler hyperchaotic map, b) improved Réssler hyperchaotic
map.
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3. Security analysis

From the image to analyze, either the original image or
the cryptogram, at least 1000 pairs of adjacent pixels are
taken (horizontally, vertically or diagonally) and their cor-
relation coefficients [4] respectively are calculate, using
the following equations:

cov(x, y)

Fayp = )
* VD@ D)

1 N
cov(x,y) = Z(xi — E)(yi — E(y), 3
i=1

where cov(x, y) is the covariance, D(x) is the variance, x
and y denotes the values in the gray scale of the image
under analysis. For our calculations based on numerical
computation, we use the following equation in discrete
form:

1 N
E(x)=— Xi, 4)
1 N
D(x) =+ > (i~ EQ)Y. 5)

i=1

where E(x) is the average value of gray levels of the
pixels.

3.1. Differential attacks

To perform differential analysis attacks [4] and under-
stand the differences between the encrypted images
using two common measures NPCR (Number of Pixels
Change Rate) and UACI (Unified Average Changing In-
tensity). These measures are used to test the influence
of change of a pixel in the whole encrypted image.

Number of pixels change rate (NPCR) [4, 19, 22]
Measures the percentage of the number of pixels be-
tween two different images and it can be calculated
using the following expression:

2, AG, )
WeH (6)
where 4(i, j) is a binary arrangement: A4(i, j) = O, if
C1(i, ) = Ca2(i, j), or A(i, j) = 1, when C1(i, j) # Ca2(i, j)-
C| and C, are encrypted images obtained with very
similar keys (initial conditions). W and H define the size
of the image under analysis.

Unified average changing intensity (UACI) [4, 19,
22]
Measures the average intensity of the difference be-
tween the two encrypted images (C; and C3), using the
expression:

NPCR = x 100%,

1 IC1 (I, j) = C2(i, )l
UACI = 100%, (7
W x sz: 255 x 100%, (7

where Cy, C;, W and H have the same meaning as in
Eq. (6).

3.2. Information entropy

In 1949, Claude E. Shannon [28, 29] introduced the
mathematical foundations of Theory of the Information
applied to communication and data storage. The infor-
mation entropy is an approach that shows the random-
ness of the data. It can be used to assess the security
of the encryption [22]. To calculate the entropy H(s)
[6, 7, 16], of a source (s), we have that

N1

1
H(s)= > P(s) - Loga(5—)

, ®)
Py P(s;)

where P(s;) represents the probability of the symbol s;.
For a purely random source that emitting 2V symbols
with equal probability, after evaluating the Eq. (8), we
have an entropy H(s) = N, in this case, for images with
pixels completely random in the scale of 8-bit gray, its
entropy H(s) = 8 bits. When the images are encrypted,
their entropy should ideally be 8. When a cryptosystem
emits symbols (cryptograms) with entropy less than 8,
this encrypter has certain degree of predictability, so
that its security is at risk [7].

12
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Figure 6. Top: a) original image, b) cryptogram,
cryptogram, c) histogram of the retrieved image.

4. Results of the security analysis

4.1. Statistical analysis
4.1.1. Statistical histogram

Fig. 6a) shows the original image “Lena” and at the
bottom shows the corresponding histogram. Fig. 6b)
shows the encrypted image using the initial conditions as
encryption key: x1(0) = 0.10, x,(0) = 0.15, x3(0) = 0.01,
in the lower part of Fig. 6b) is shown its corresponding
histogram. It can be observed how the information is
spread evenly among all shades of 0 to 255 in the gray
scale. Under these conditions, we can say that the
system is robust against attacks of statistical type. Fig.
6¢) shows the recovered image in the receiver and its
corresponding histogram in the bottom. It is observed
that both, the recovered image and its histogram are
equal to the original image.

4.1.2. Correlation analysis of adjacent pixels

In this section, we examine the correlation between two
horizontally, vertically and diagonally adjacent pixels.
We randomly select 2400 pairs of pixels (x;, y;) of the im-
age under analysis (original or encrypted) and with these
pairs of adjacent pixels, the scatter plot is generated,
i.e., the pixel x; vs y; is plotted. Then, the corresponding
correlation coefficients ry, are calculate, from the Eq.
(2). By way of example, Figs. 7a) and 7b) show the dis-
tribution of correlation of two horizontally adjacent pixels
of the original image “Lena” and the encrypted image,
respectively. From Eq. (2), we obtain the corresponding
correlation coefficients: 0.9249 and —0.0100.

100

150 200 250 0 50 100 150 200 250

c) recovered image. Bottom: a) histogram of the original image, b) histogram of the

Proceeding similarly, we obtain the correlation coef-
ficients of two vertically and diagonally adjacent pixels
for the original image “Lena” and its corresponding en-
crypted image. Table 1 shows the values obtained.

Table 1. Correlation coefficients of two adjacent pixels in the original
image of “Lena” and its corresponding encrypted image, from x;(0) =
0.10, x2(0) = 0.15 and x3(0) = 0.01.

Pixels Original image | Encrypted image
Horizontal 0.9249 -0.0100
Vertical 0.9550 0.0305
Diagonal 0.9058 0.0278

4.2. Differential attacks

To perform the analysis against differential attacks, we
use very similar keys similar to encrypt the original im-
age of “Lena”. We use as a first encryption key the
values of: x;(0) = 0.10, x»(0) = 0.15 and x3(0) = 0.01,
obtaining the cryptogram C;. The following key used is:
x1(0) = 0.10+1x1071°, x,(0) = 0.15 and x3(0) = 0.01, ob-
taining the cryptogram C,. The difference between the
keys used is 1 x 10719 for x;(0). Using Egs. (6) and (7),
we obtain: NPCR = 99.5758% and UACI = 33.4820%.
These result show that the algorithm is strong against
differential attacks, because the NPCR is approximate
to the ideal value of 100%. All our numerical calculus is
based in to standard IEEE std 754 [26].

13



DIF Uqci@ Vol. 8, No. 2, septiembre-diciembre 2014

ISSN:2007-3585

a)

250

200

150

100

100 150
Pixels in position (z,)

b)

250

0 50 200

Pixels in position (z, )

Figure 7. Correlation of two horizontally adjacent pixels: a) original
image, b) encrypted image.

4.3. Information entropy

To evaluate the information entropy of the hyperchaotic
encryption algorithm used in this paper, we use the Eq.
(8). First, we calculated the probability of occurrence of
each symbol (pixel), this is with the aid of the histogram
of the cryptogram (Fig. 6). In the case of the cryptogram
obtained with the encryption key x;(0) = 0.10, x2(0) =
0.15 and x3(0) = 0.01, the calculated entropy is H(s;) =
7.9984 very close to the ideal value to H(s) = 8.0 bits.

4.4. Speed performance

In this section, we present the analysis processing ve-
locity of proposed encryption algorithm. The encryption
speed of images (Lena) with different sizes by using the
proposed scheme is shows in Table 2, that are obtained
by specific commands of programming. The computer
used in this test is 2.8 GHz Intel Core 2 Duo and 4
Gb 667 MHz. With such a speed, this cryptosystem
encryption of digital images is efficient to be used for
transmission through a public communication channel,
where the encryption time should be short relative to the
transmission time, like internet.

Table 2. Encryption/Decryption speed test result.

Image size (pixels) Encryption/Decryption (s)
256 x 256 0.11

512x 512 0..469

1024 x 1024 1.8365

5. Conclusions

Based on the improvement of the hyperchaotic dynam-
ics of the Réssler map posed in this paper, we proposed
a cryptosystem with the following characteristics: i) it
has a simple logical structure, ii) it is efficient in terms
of the demanded computational resources, iii) results of
very competitive security levels are obtained, iv) phys-
ical implementation is easy, and v) it has a large key
space, so the algorithm implemented follows the princi-
ples of Kerckhoffs and Shannon of cryptography. Under
these conditions, we can suggest the application of the
proposed cryptosystem, in applications of digital images
encryption to be transmitted through a public commu-
nication channel like internet, or more so, in private
communications systems through the use of embedded
devices.
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